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ANNEX 2: QUOTATION SUBMISSION FORM
Bidders are requested to complete this form, including the Company Profile and Bidder’s Declaration, sign it and return it as part of their quotation along with Annex 3: Technical and Financial Offer. The Bidder shall fill in this form in accordance with the instructions indicated. No alterations to its format shall be permitted and no substitutions shall be accepted. 
	Name of Bidder:
	Click or tap here to enter text.

	RFQ reference:
	RFQ26/03359:Provision of IT Equipment and Services for National Institute of Justice
	Date: Click or tap to enter a date.



Company Profile
	Item Description
	Detail

	Legal name of bidder or Lead entity for JVs
	Click or tap here to enter text.

	Legal Address, City, Country
	Click or tap here to enter text.

	Website
	Click or tap here to enter text.

	Year of Registration
	Click or tap here to enter text.

	Legal structure
	Choose an item.

	Are you a UNGM registered vendor?
	☐ Yes ☐ No If yes, insert UNGM Vendor Number

	Quality Assurance Certification (e.g. ISO 9000 or Equivalent) (If yes, provide a Copy of the valid Certificate):
	☐ Yes ☐ No                    

	Does your Company hold any accreditation such as ISO 14001 or ISO 14064 or equivalent related to the environment? (If yes, provide a Copy of the valid Certificate):
	☐ Yes ☐ No

	Does your Company have a written Statement of its Environmental Policy? (If yes, provide a Copy)
	☐ Yes ☐ No

	Does your organization demonstrate significant commitment to sustainability through some other means, for example internal company policy documents on women empowerment, renewable energies or membership of trade institutions promoting such issues (If yes, provide a Copy)
	☐ Yes ☐ No

	Is your company a member of the UN Global Compact 
	☐ Yes ☐ No

	Bank Information
	Bank Name: Click or tap here to enter text.
Bank Address: Click or tap here to enter text.
IBAN: Click or tap here to enter text.
SWIFT/BIC: Click or tap here to enter text.
Account Currency: Click or tap here to enter text.
Bank Account Number: Click or tap here to enter text.

	Previous relevant experience: 
3 (three) contracts in the field of supply of IT equipment completed in the past 3 (three) years 

	Name of previous contracts
	Client & Reference Contact Details including e-mail
	Contract Value (please indicate currency)
	Period of activity
(month/ year) 
	Types of activities undertaken

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


 
Bidder’s Declaration
	Yes
	No
	

	☐
	☐
	Requirements and Terms and Conditions: I/We have read and fully understand the RFQ, including the RFQ Information and Data, Schedule of Requirements, the General Conditions of Contract, and any Special Conditions of Contract. I/we confirm that the Bidder agrees to be bound by them.

	☐
	☐
	I/We confirm that the Bidder has the necessary capacity, capability, and necessary licenses to fully meet or exceed the Requirements and will be available to deliver throughout the relevant Contract period.

	☐
	☐
	Ethics: In submitting this Quote I/we warrant that the bidder: has not entered into any improper, illegal, collusive or anti-competitive arrangements with any Competitor; has not directly or indirectly approached any representative of the Buyer (other than the Point of Contact) to lobby or solicit information in relation to the RFQ ;has not attempted to influence, or provide any form of personal inducement, reward or benefit to any representative of the Buyer. 

	☐
	☐
	I/We confirm to undertake not to engage in proscribed practices, , or any other unethical practice, with the UN or any other party, and to conduct business in a manner that averts any financial, operational, reputational or other undue risk to the UN and we have read the United Nations Supplier Code of Conduct :https://www.un.org/Depts/ptd/about-us/un-supplier-code-conduct and acknowledge that it provides the minimum standards expected of suppliers to the UN.

	☐
	☐
	Conflict of interest: I/We warrant that the bidder has no actual, potential, or perceived Conflict of Interest in submitting this Quote or entering a Contract to deliver the Requirements. Where a Conflict of Interest arises during the RFQ process the bidder will report it immediately to the Procuring Organization’s Point of Contact.

	☐
	☐
	Prohibitions and Sanctions: l/We hereby declare that our firm, ultimate beneficial owners, affiliates or subsidiaries or employees, including any JV/Consortium members or subcontractors or suppliers for any part of the contract is not under procurement prohibition by the United Nations, including but not limited to prohibitions derived from the Compendium of United Nations Security Council Sanctions Lists and have not been suspended, debarred, sanctioned or otherwise identified as ineligible by any UN Organization or the World Bank Group or any other international Organization.

	☐
	☐
	Bankruptcy: l/We have not declared bankruptcy, are not involved in bankruptcy or receivership proceedings, and there is no judgment or pending legal action against them that could impair their operations in the foreseeable future.

	☐
	☐
	Offer Validity Period: I/We confirm that this Quote, including the price, remains open for acceptance for the Offer Validity.  

	☐
	☐
	I/We understand and recognize that you are not bound to accept any Quotation you receive, and we certify that the goods offered in our Quotation are new and unused.

	☐
	☐
	By signing this declaration, the signatory below represents, warrants and agrees that he/she has been authorized by the Organization/s to make this declaration on its/their behalf.




Signature: 	
Name: 	Click or tap here to enter text.
Title:	Click or tap here to enter text.
Date:  	Click or tap to enter a date.
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ANNEX 3: TECHNICAL AND FINANCIAL OFFER - GOODS
Bidders are requested to complete this form, sign it and return it as part of their bid along with Annex 2: Quotation Submission Form. The Bidder shall fill in this form in accordance with the instructions indicated. No alterations to its format shall be permitted and no substitutions shall be accepted.
	Name of Bidder:
	Click or tap here to enter text.

	RFQ reference:
	RFQ26/03359: Provision of IT Equipment and Services for National Institute of Justice
	Date: Click or tap to enter a date.


Bidders must include all costs related to the performance of the services in their quotation price (delivery of all goods and equipment, transport costs, unloading at the delivery site, installation etc.)
Bidders shall fill up the financial offer table for the all the items they are applying.
	[bookmark: _heading=h.1fob9te]Currency of the Quotation: USD US Dollars for international vendors or MDL Moldovan Leu for local vendors (VAT exclusive)
INCONTERMS DDP Chisinau

	Item No
	Description
	UOM
	Qty
	Unit price
[please insert currency]
	Transportation, Insurance, and other Costs [please insert currency]
	Total price
[please insert currency]

	1
	Next-Generation Firewall Hardware Appliance
	pcs
	1
	
	
	

	2
	Security License, similar to UTP-Class Subscription and Support for 36 Months
	pcs
	1
	
	
	

	3
	Installation, Configuration and Commissioning Services
	service
	1
	
	
	

	4
	IT Staff Training Services
	service
	1
	
	
	

	Total Final and All-inclusive Price [please insert currency]
	
	



Compliance with Requirements
	

	You Responses

	
	Yes, we will comply
	No, we cannot comply
	If you cannot comply, pls. indicate counter - offer

	Full compliance with all requirements as specified in Annex 1
	☐
	☐
	Click or tap here to enter text.

	Delivery Term (INCOTERMS): DDP
	☐
	☐
	Click or tap here to enter text.

	Delivery Lead Time: 60 days
	☐
	☐
	Click or tap here to enter text.

	Warranty: 36 months (Item #1)
	☐
	☐
	Click or tap here to enter text.

	Local Service Support 
	☐
	☐
	Click or tap here to enter text.

	Validity of Quotation: 60 days
	☐
	☐
	Click or tap here to enter text.

	Payment terms
	☐
	☐
	Click or tap here to enter text.



	I, the undersigned, certify that I am duly authorized to sign this quotation and bind the company below in event that the quotation is accepted.

	Exact name and address of company
Company NameClick or tap here to enter text.
Address: Click or tap here to enter text.			
Phone No.: Click or tap here to enter text.		
Email Address:	Click or tap here to enter text.
	Authorized Signature: 									
Date: Click or tap here to enter text.				
Name: Click or tap here to enter text.			
Functional Title of Authorised Signatory: Click or tap here to enter text.		
Email Address: Click or tap here to enter text.	


1. 

[image: ]ANNEX 4: TECHNICAL RESPONSIVENESS TABLE
Bidders are requested to complete this form, sign it and return it as part of their bid along with Annex 2: Quotation Submission Form and Annex 3: Technical and Financial Offer. The Bidder shall fill in this form in accordance with the instructions indicated. No alterations to its format shall be permitted and no substitutions shall be accepted.
	Name of Bidder:
	Click or tap here to enter text.

	RFQ reference:
	RFQ26/XXXXX: Provision of IT Equipment and Services for National Institute of Justice”.
	Date: Click or tap to enter a date.



Bidders shall supplement the information provided in the tables below with detailed description of the offered goods, including Product Data Sheet. 
Bidders shall fill up the financial offer table for all the items they are applying to.
	#
	Technical requirements 
	Conformity
(Yes/No)
	Offered Brand, Model and Exact 
characteristics
(Technical characteristics should not be less/worse than those listed in Annex 1: Schedule of Requirements)

	
	
	
	Brand/ model (please indicate)

	Module 1. Next-Generation Firewall Hardware Appliance

	
	Next-Generation Firewall Hardware Appliance 
1. Equipment type: Enterprise / branch-class Next-Generation Firewall appliance. The proposed model shall be newer than Q2 2023 and shall be actively marketed by the manufacturer. The proposed model shall not be end-of-sale (EOS) or end-of-support (EOL) as of the delivery date.
2. Purpose: The appliance shall provide perimeter network protection, firewalling, traffic inspection, VPN, intrusion prevention, malware protection, application control, web/DNS filtering, logging and centralized management capability
3. Equipment condition: New, unused, original equipment, not refurbished, not renewed, not endof-sale and not end-of-support as of the delivery date
4. Form factor: Rack-mountable appliance suitable for installation in a standard 19-inch rack. Rack mounting accessories shall be included if required for rack installation
5. Hardware platform: Hardware-accelerated, purpose-built or security-optimized appliance architecture designed for firewalling, VPN, IPS and threat prevention functions
6. Firewall throughput: Minimum 3 Gbps under manufacturer-published firewall or applicationaware firewall test conditions
7. NGFW / threat defense throughput: Minimum 3.0 Gbps with firewall and advanced security inspection enabled, or equivalent manufacturer-published enterprise traffic mix.
8. Threat prevention throughput: Minimum 2.3 Gbps with threat prevention functions enabled, including IPS and anti-malware/anti-virus, or equivalent manufacturer-published enterprise traffic mix
9. IPS throughput: Minimum 2.6 Gbps, if published separately by the manufacturer. If not published separately, bidder shall provide the closest official equivalent threat prevention or NGFW throughput metric
10. IPsec VPN throughput: Minimum 1.2 Gbps
11. Concurrent sessions: Minimum 200,000 concurrent sessions
12. New sessions/connections per second: Minimum 15,000 new sessions/connections per second
13. SSL/TLS inspection: The appliance shall support SSL/TLS inspection or decryption. Where the manufacturer publishes SSL/TLS inspection throughput (or equivalent SSL inspection performance metric), the value shall be minimum 1 Gbps. The bidder shall provide the official manufacturer-published value and reference document.
14. IPv4 and IPv6: Support for IPv4 and IPv6 firewalling and routing
15. Routing: Support for static routing and dynamic routing protocols, including at least OSPF and BGP, or equivalent dynamic routing capability
16. VLAN support: Support for IEEE 802.1Q VLAN tagging
17. Link aggregation: Support for link aggregation / LACP
18. Network interfaces: Minimum 8 Ethernet data interfaces, 1GbE or higher
19. High-speed interfaces: The appliance shall include either optical interfaces or multi-gigabit interfaces suitable for uplink/high-speed connectivity. The bidder shall clearly state the number, type and speed of all interfaces
20. Management interface: Minimum 1 dedicated out-of-band management interface or equivalent dedicated management capability
21. Console interface: Minimum 1 console interface, RJ45, USB, micro-USB or equivalent
22. USB/service interface: USB/service port or equivalent maintenance interface
23. High availability: Support for High Availability in at least Active/Passive or Active/Standby mode
24. Session continuity: Support for session synchronization/failover or equivalent mechanism for traffic continuity during failover, where supported by the proposed platform
25. Power input: AC power input, 100 to 240V, 50/60Hz
26. Power redundancy: Redundant power supply shall be included if available for the proposed model. If not available, bidder shall clearly state the power supply design and resilience options
27. Operating temperature: Operating temperature range shall cover at least 0°C to 40°C
28. Web management: Web-based graphical management interface over HTTPS
29. CLI management: CLI access through SSH and/or console
30. Local logging: Support for local logging of system, traffic, security and administrative events
31. External logging: Support for exporting logs to external syslog/SIEM or equivalent log management system
32. Monitoring: Support for SNMP v2c/v3 or equivalent monitoring protocol
33. Administrator roles: Role-based administrator access control
34. Audit trail: Audit logs for administrative actions
35. API / automation: REST API or equivalent automation/integration interface
36. Centralized management readiness: Support for centralized management through the manufacturer’s on-premises or cloud-based management platform
37. Accessories: All power cords, rack-mount kits, brackets and accessories required for installation and operation shall be included
38. Solution compatibility: All hardware, licenses, subscriptions, support services, components and accessories shall be fully compatible and delivered as a complete operational solution
39. Documentation: The bidder shall provide official manufacturer datasheets and technical documentation confirming compliance with the requirements
40. The supplier undertakes: The equipment must be legally imported into the Republic of Moldova. There must be no regional restrictions imposed by the manufacturer on the operation of the equipment within the Republic of Moldova
41. 3 years warranty
	
	

	Module 2. Security License, similar to UTP-Class Subscription and Support for 36 Months

	
	1. Subscription type: Unified Threat Protection, Threat Protection, Advanced Security or equivalent manufacturer security subscription bundle
2. Subscription duration: Minimum 36 months
3. License activation period: The 36-month subscription period shall start from license activation or from final acceptance.
4. End-user registration: Hardware, licenses, subscriptions and support entitlements shall be registered to the final beneficiary/end user
5. Manufacturer support: Manufacturer technical support shall be provided for the full 36-month period
6. Support availability: Support shall be available 24x7x365 or according to the manufacturer’s equivalent premium support level included in the proposed bundle
7. Firmware/software updates: Firmware, software and operating system updates/upgrades shall be included for the full 36-month period
8. Security updates: Security signatures, threat intelligence feeds and security databases shall be updated during the full 36-month period
9. Intrusion Prevention System: IPS functionality with regular signature updates shall be included and licensed for 36 months
10. Anti-malware / anti-virus: Anti-malware and/or anti-virus protection shall be included and licensed for 36 months
11. Botnet protection: Botnet detection/blocking or equivalent protection against command-andcontrol communications shall be included and licensed for 36 months
12. Application control: Application identification and application control shall be included and licensed for 36 months
13. Web / URL filtering: Web filtering and/or URL filtering shall be included and licensed for 36 months
14. DNS security: DNS filtering, malicious domain blocking or equivalent DNS security service shall be included and licensed for 36 months
15. Anti-spam / email-related protection: Anti-spam, email filtering, email reputation services or equivalent email-related protection shall be included where such functionality is available within the manufacturer’s security bundle. If the manufacturer provides equivalent protection through other security services, the bidder shall clearly describe the protection mechanism and provide supporting documentation
16. Sandboxing / malware analysis: Cloud sandboxing, file reputation, malware detonation, advanced malware analysis or equivalent capability shall be included where available within the manufacturer’s security bundle. If the manufacturer provides an equivalent advanced threat analysis mechanism, the bidder shall provide supporting documentation.
17. SSL/TLS inspection entitlement: The license/subscription shall allow use of SSL/TLS inspection features available on the proposed appliance without requiring an additional security subscription for basic operation
18. IP reputation / threat intelligence: IP reputation, URL reputation, domain reputation or equivalent threat intelligence feeds shall be included and licensed for 36 months
19. Site-to-site VPN: Site-to-site IPsec VPN functionality shall be available without additional subscription cost beyond the proposed bundle
20. Remote access VPN: Remote access VPN or equivalent secure remote access capability shall be supported. If separate user/device licensing is required, the bidder shall clearly state the included quantity and licensing model
21. SD-WAN: SD-WAN or equivalent WAN path control/resilience functionality shall be supported. If subscription licensing is required for this function, it shall be included for 36 months or clearly stated as not required
22. Centralized management: If centralized management requires additional licensing for the proposed solution, such license shall be included for 36 months or clearly stated as not required
23. Logging and reporting: If advanced logging, cloud logging or reporting requires additional licensing, such license shall be included for 36 months or clearly stated as not required
24. Hardware warranty/RMA: Hardware warranty and RMA support shall be included for 36 months
25. Support portal access: Access to the manufacturer’s support portal, knowledge base, software downloads and case management shall be included
26. Subscription continuity: All required security services and support entitlements shall cover the same 36-month period. Partial one-year subscriptions are not acceptable
27. Exact part numbers: The bidder shall provide exact SKU/part number for the appliance, support and each subscription/license included in the offer
28. Bill of Materials: The Bill of Materials shall clearly list hardware, support, subscriptions, licenses, accessories and all required components
29. No hidden licensing gaps: The proposed Bill of Materials shall include all subscriptions and licenses required to activate and operate the listed security functions. Offers requiring additional post-award purchases to enable listed mandatory functions shall be considered noncompliant
30. License proof: The bidder shall provide license certificate, manufacturer entitlement confirmation or equivalent proof of subscription activation after delivery
	
	

	Module 3/(Services). Installation, Configuration and Commissioning Services

	
	1. Implementation Phase:The Contractor shall provide installation, configuration, testing and commissioning services for the proposed firewall solution.
2. Physical Installation:Rack mounting of the appliance in the designated equipment rack.Connection to the existing Uninterruptible Power Supply (UPS).Installation of all required power and network cabling.Cable labeling and documentation in accordance with ANSI/TIA-606 or an equivalent industry standard.
3. Software and Firmware Preparation:Upgrade of the appliance firmware/software to the latest stable manufacturer-recommended release available at the time of installation. Verification of successful software installation and system integrity prior to commissioning. Prior to any firmware upgrade or configuration changes, the Contractor shall create and securely store a backup of the existing firewall configuration and provide a rollback procedure.
4. Initial Configuration:
The Contractor shall perform complete initial configuration of the firewall, including:
· Interface and security zone configuration.
· VLAN segmentation and network separation.
· Creation and/or configuration of separate network segments for servers, workstations, VoIP systems, surveillance cameras / IoT devices, guest networks and management networks, according to the beneficiary's requirements and existing network architecture.
· Configuration of firewall security policies based on the principle of deny-by-default.
· NAT configuration.
· Static and dynamic routing configuration, where applicable.
· Site-to-site VPN configuration.
· Remote access VPN configuration.
· IPS, anti-malware, application control, web filtering and DNS security profiles.
· SSL/TLS inspection configuration, where enabled by the approved security policy.- Integration with the Beneficiary’s SIEM solution. The equipment shall be configured to transmit relevant security events, audit logs and operational logs in real time to the Beneficiary’s SIEM platform.
· QoS configuration, where required.
· Migration of existing firewall rules, NAT policies, VPN configurations and network objects from the current solution, where applicable
5. Administrative Security Configuration
The constractor shall:
Configure role-based administrative access with differentiated administrator privileges.
Configure multi-factor authentication (MFA) for administrative access.
Disable or remove default accounts not required for operation.
Disable insecure legacy management protocols and services that are not required for operation.
Apply manufacturer-recommended security hardening settings.
6. Testing and Acceptance
The Contractor shall perform functional testing and demonstrate successful operation of the implemented solution, including:
· Internet connectivity;
· Inter-VLAN traffic control;
· VPN connectivity;
· Security policy enforcement;
· Logging and monitoring functionality;
· High availability functionality, where applicable.
A test report and commissioning report shall be provided as part of the acceptance documentation. Final acceptance shall be subject to successful completion of all agreed tests. - Verification of Anti-Malware/Anti-Virus protection functionality using the standard EICAR or equivalent industry-recognized test method, demonstrating successful detection and blocking according to the configured security policy.
· Verification of IPS functionality through testing of applicable intrusion prevention policies, signatures or detection mechanisms enabled on the proposed solution.
7. Documentation and Knowledge Transfer
The Contractor shall provide:
· Final configuration documentation;
· Network and logical topology diagram;
· Backup of the implemented configuration;
· Administrator guide and operational recommendations.
The Contractor shall conduct a knowledge transfer session for designated beneficiary personnel covering system administration, monitoring, backup and recovery procedures.
	
	

	Module 4/(Services). IT Staff Training Services

	
	1. Number of participants: Minimum 4 representatives of the Beneficiary.
Training language: Romanian.
Training materials may be provided in Romanian or English.
Duration of training: minimum 2 days/4-8 hours per day.
2. Module A — Firewall Administration
Operating system architecture, policies, objects and zones;
NAT;
Routing;
IPsec VPN and remote access VPN;
Security profiles (IPS, Anti-Virus, Web Filtering, DNS Filtering, Application Control); SSL/TLS inspection;
Logging, reporting and troubleshooting; Backup, restore and upgrade procedures; High 
Availability configuration and testing.
Firewall interaction with other network equipment owned by the beneficiary.
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